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This document proposes Authorization standards for the IR3IS System.  Where possible, these standards incorporate the existing University of Tennessee standards.   These standards apply to the active IR3IS system only unless an explicit reference is made to the Business Warehouse (BW) or Employee Self Service (ESS).  It will be determined at a later time if the standards can be adopted for all of the SAP systems.
User Ids

The University will adopt the NetID standards for the IR3IS, BW, and ESS IDs.  This ID is proposed to be a global ID for all University systems.  The format of this ID is the user’s first initial, up to 7 bytes of the last name, and a number, if needed, to make it unique.  The total length of the ID will be 8 bytes. 

Passwords

Minimum Length

The existing standard for passwords requires a minimum length of 6.  R/3 requires a minimum length of 3, but the minimum length setting can be changed up to a maximum of 8.  IR3IS will be configured to have a minimum password length of 6, to match the University standard.

Required Password Reset

University standards require the password to be reset every 62 days.  Base R/3 does not require the password to be reset, but can be configured to require a password reset.  IR3IS will require a password reset every 62 days.  R/3 allows a user to reset their password only once a day.

The University currently restricts password resets so that the password may not be changed back to any of a user’s previous 6 passwords.  R/3 restricts resets to the previous 5 passwords, and this is a fixed setting.  

Password Values

R/3 places the following restrictions on password values:

· First byte may not be ! (exclamation point) or ? (question mark)

· A space character is not allowed in the first 3 bytes

· The first three bytes may not be identical 

· The first three bytes may not appear in the same sequence in the User ID

· The password may not be PASS or SAP* (* is a wildcard limiting any use of SAP anywhere within the password)

In addition, a customized “lockout list” may be developed to prohibit the use of certain words/terms.  The terms may include * (asterisk) and ? (question mark) as  wildcard values. The asterisk designates any sequence and number of characters.  The question mark designates a single character.  Some suggestions for lockout terms are:

· VOL*

· GOVOLS*

· TENN*

· IRIS*

· UT*

R/3 allows for any keyboard character to be used in a password.  The only exceptions are as noted above with the exclamation point and question mark (first byte) and space character (first three bytes).

R/3 passwords are not case-sensitive.
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