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Security

Executive Summary

Security Philosophy

The philosophy of security for the IR3IS system is to provide adequate system controls while allowing users access to the data they need to do their jobs.  Authorizations are the primary focus of the security plan, but necessary safeguards must also be implemented with user ID and password policies.

Scope of Areas Covered

The Security team consists of representatives from each of the other project teams and coordinates the security tasks to provide the necessary levels of access for the users and at the same time, to provide the necessary controls within the system.

The primary purpose of the security team is to address the authorization concept to protect the University’s data.  The scope of the authorization functionality includes:

· Active IR3IS  system Financial and Human Resources authorizations 

· Business Warehouse Legacy and IR3IS authorizations

· Employee Self Service access  

· Knowledge Warehouse

Active IR3IS System

Authorizations must be established within the Active R/3 system to provide access to all Human Resources and Financial modules that are in scope as determined by the Application Teams.  

The authorizations for the active IR3IS system will be role-based.   The following roles are proposed:

Financial

Controller’s Office

Campus Business Office

Central Budget Office

Treasurer’s Office

Bursar’s Office
A/P Clerk

A/P Manager

Buyer

Human Resources 

(Some of these may be combined)

HR Basic

HR Administrative Support

Benefits Specialist

Compensation Specialist

Recruiter

HR Manager

HR Power User

Payroll Basic

Payroll Administrative Support

Payroll Specialist

Payroll Power User

Training and Event Basic

Training and Event Specialist

Time Recording Basic

Time Recording Administrator

Time Recording Specialist
Time Recording Power User

Organizational Management Basic

Organizational Management Specialist

Organizational Power User

Cross-Application 

Departmental Administrative Specialist

Departmental Manager

R/3 roles generally consist of “transaction-level” and “data-level” components.  For those transactions which must be tightly-secured at the lowest organizational level (such as fund/fund center), the roles may be broken into one profile containing the transactions a person may perform and multiple profiles containing the organizational elements.  A user must then have both the transaction profile and the organizational profile(s) in order to perform a given task.  

In the University’s legacy system, the Human Resources data is secured on the organizational element that is analagous to cost center.  In the IR3IS system, a new organizational strucure will be established that is different from the Financial structure.  The HR team will do some research in the Realization phase once the HR organizational structure has been configured to determine the best method of securing HR data.

The document Security for Financial Modules describes the functionality proposed for each Financial role.  

The Human Resources team has included a detailed breakdown of the HR roles in the HR portion of the Blueprint.

Technical
In addition to the application roles, certain technical roles are proposed:

R/3 Administrator

Data Base Administrator

Security Administrator

Help Desk

Production Support

Operations
Positions

In order to decrease the maintenance effort required for IR3IS authorizations, the roles (transaction profiles and organizational profiles) will be attached to an HR position instead of being attached directly to a person.  This will allow for authorizations to automatically shut down or activate as employees leave or are hired into a position.

Business Warehouse (BW)

The Business Warehouse is divided into two phases:  Legacy BW and IR3IS BW.  Security for the Legacy BW is covered by this Blueprint document, and the IR3IS BW authorizations will be defined at a later date.

Legacy BW
Authorizations for the Legacy BW will be based on roles.  There will be no authorization limitations based on the organizational elements found within the Legacy BW.   Access to Financial data will be allowed down to the departmental level with access to Human Resources data being limited to a few users in centralized areas.  The following roles are proposed for Legacy BW:

Financial Query Developer

Human Resources Query Developer

Financial Report Developer

Human Resources Report Developer

The Query Developer is the “super user” who will be developing the queries to pull data from the Legacy BW.  There will be 1-2 Query Developers per campus.  The Report Developers are the end-users who will be generating reports based on the data pulled by the queries.  There are 200-300 users anticipated for the Legacy BW.

IR3IS BW
The IR3IS BW will be defined in more detail at a later point, and authorizations will be determined at that time.  For now, the authorization philosophy for the IR3IS BW is to follow closely the philosophy implemented for the active IR3IS system. 

Employee Self Service (ESS)

Authorizations for Employee Self Service, by definition, limit a person to accessing certain HR and  Travel information for his/her own employee record.   The Human Resources and Financial teams will determine what information is available through ESS.  If possible, the NetID will be used as the ESS ID.

Knowledge Warehouse (KW)

Authorizations for Knowledge Warehouse Context determine the documents a user may access.  These authorizations are set up within the R/3 system.  More research will be done during the Realization Phase to determine how to tie the R/3 roles to the KW Context.

Coordination Points with Other Teams

The definition and creation of the roles described in the previous section must occur as a joint effort between the Security Team and the Financial, Human Resources, and BW Teams.  There are several other coordination points with other teams.

Human Resources

Several coordination points with HR have been referred to in previous sections.  For clarification, they will be listed again here.  These items are covered by the HR plan, but have an impact on security.

Positions

Authorization roles will be attached to a position instead of a person.  This will allow for the system to automatically assign or revoke access as a person enters or leaves a position that has an assigned IR3IS role.  The linking of the roles to the position will occur as part of the HR plan.

System IDs

The HR system needs to have an interface to the NetID system to provide information on new hires and those employees with an HR status change.  This NetID system is a replacement for the current PH directory that is maintained for staff  e-mail alias IDs.  Once the NetID has been established, an interface will return the ID to IR3IS to be stored in the employee’s record.  As part of an effort to provide a global ID for University systems, the standard for user ID will be the NetID.  The Division of Information Infrastructure has provided the document Lightweight Directory Access Protocol (LDAP) and Network Identifier which contains the requirements for interfacing with the NetID process. 

Basis 

Security for hardware, Oracle, and Unix will be supported by the Basis team.  There are also some instance parameters that must be set relating to security, such as password length and password expiration timing.   These settings have been defined by the Security Team and are covered under the section on Policies and Procedures.  The instance parameters that implement these settings, however, must be set by the Basis team.

The security team will cover the R/3 authorizations, but some overlap will exist on authorizations for the R/3 super users: SAP* and DDIC.  The Basis team will be responsible for securing these ID’s for any system not related to production support.  The security administrator will be responsible for securing these ID’s for the production system and clients/systems that exist for production support.   The procedure for logging the use of the Super Users is recorded in the document Procedures for Using SAP* or DDIC.

Change Management

Assignment of authorizations and User IDs will occur as a result of a cooperative effort by the Change Management and Security teams.   Training of the end users will occur in the training environment using training User IDs and passwords.  Production User IDs and passwords will be provided upon successful completion of all required training for each user.

Also, Knowledge Warehouse will be administered by the Change Management team, but the authorizations to the Knowledge Warehouse Context will be controlled by the authorizations set in the R/3 system.

Policies and Procedures

The Security Team has, as an on-going task, the development of a Security Policies and Procedures document.  Preliminary work has begun on this document, and work is on-going to gather the information for this document.  The information that is primarily available now includes proposed user ID and password standards for the active IR3IS system and is recorded in the document Project IR3IS Authorization Standards.
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