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This document defines a proposed interface between the SAP R/3 IRIS system and the LDAP directory.  Data needed for populating the directory, maintaining the directory, and providing feedback to the SAP R/3 IRIS system are identified.

LIGHTWEIGHT DIRECTORY ACCESS PROTOCOL (LDAP) AND NETWORK IDENTIFIER (NET ID)

LDAP refers to a standard protocol for directory service software.  The University is in the process of replacing our aging PH directory service with an LDAP Version 3.x-compliant product.  The new LDAP software will provide:

· White pages services (Name, phone, address, e-mail)

· Authoritative e-mail forwarding database

· Authentication and authorization for network based services

· A database design that is extensible and provides more flexible  privacy protections for user data

· A replication scheme to provide robust and redundant service

A key element to the LDAP authentication process is the Network Identifier, or Net ID.  This refers to a user log-in ID assigned to a member of the University community for use when executing UT internet-based applications.  Each faculty, staff and student as part of his/her official record will be assigned a Net ID to allow authenticated access for all electronic correspondence and e-commerce activity between the University community and University web-based applications.
Associated with the Net ID is the creation of an official e-mail address.  This address, also a part of a faculty, staff or student’s official record, will allow the University to send official correspondence under the same set of assumptions as those applied to postal addresses.

All Net ID information will reside in the LDAP directory.  Ownership of the faculty and staff Net ID will reside with Human Resources in the SAP IRIS system.  Ownership of the student Net ID will reside with Admissions & Records as just another piece of official student information.

The University would like to implement a single authoritative source for network authentication and e-mail forwarding.  To this end the SAP project implementation team has been approached and asked to consider certain requirements for a single directory services solution.

General White Page Information Needed
In order to load the new LDAP directory with the same information available in the current PH directory comparable elements from the SAP HR module will need to be passed.

Proposal:  A user exit within SAP should be used to pass the follow data to LDAP directory service whenever directory information is updated:

Employee Name (Last, First Middle)

Employee Title

Employee Department

Office Phone

Office Address

Home Phone

Home Address

Status Change Notification

Any time an employee’s status changes within the SAP HR module that information should be distributed to other systems that have need to monitor such activity.  This will include additions of new employees, removal of terminated employees, and changes to the status of active employees or information about them.

Employee creation

When a new employee account is created within the SAP HR module certain minimal information should be passed along to an external process that can generate the unique Network ID (see the next section).

Proposal:  A user exit within SAP should be used to pass the following data to an external process that will generate a Net ID for use by the LDAP directory service:

University ID

Employee Name (Last, First  Middle)

Employee Title

Employee Department

Employee Category

Employee Status

Employee Percent Full Time

Business Unit (campus)

Responsible Account

Office Address

Office Phone

Home Address

Home Phone

The unique Net ID authorization information and white pages data will be passed to the LDAP directory for immediate entry.  A daily batch process will return the Net ID information to SAP for update in the HR module.

Employee Deletion

When an employee is terminated within the SAP HR module the termination information should be passed through a user exit to the LDAP directory to be reflected in the directory.  Information on terminated employees remains in the directory for one year before being removed.  Termination should be treated as a change of employment status, as covered in the next section.

Change of Employment Status

When an employee’s employment status changes in such a way that it would alter the original access to information granted to that employee, the information should be passed through a user exit to the LDAP directory for immediate update.

Proposal:  The following data is required for a successful update of the employee’s LDAP information:

University ID

Net ID

The employee fields that are changed

Real-Time vs. Batch Updates

In order for the LDAP directory services to be of benefit to the University community it must be kept as current as possible.  The most desirable update frequency is real-time processing.  Under this scenario a change occurring in the SAP HR module will be simultaneously reflected in the LDAP directory.  If that is not feasible then batch updating can be made to work if the frequency of the updates are no fewer than every 15 minutes.

Proposal:  SAP should provide updated information to the LDAP directory on a real-time basis.

User Exits

SAP provides for user exits whereby communication can occur between SAP and external systems.  It is anticipated that these user exits will be employed to provide timely SAP data to the LDAP directory processes.

Proposal: SAP will utilize user exits to provide an exit and entry point for exchanging data with the LDAP directory.

Emeritus Employees, Zero Percent Employees

Currently the PH directory is receiving all employee status codes except ‘09’, which is a cumulative code for all non-active employees.  Employees who continue working for the University under an Emeritus status should be processed as a regular employee and not like a retired employee.  They should not be required to renew any University services on an annual basis, as retired employees currently must do.  In order to accomplish this distinction the SAP HR module will need to differentiate non-active employees in a way that allows for the identification of emeritus employees.

Employees on zero percent appointments are not being passed to the PH directory.  SAP should pass information on zero percent employees to the LDAP directory at the same time it passes information on other active employees.

Proposal:  The SAP HR module should differentiate with a separate status code those retired employees who continue working under an Emeritus.  Emeritus employees should be treated as regular employees for the purposes of using University services.

Privacy Issues

The LDAP directory service is required to maintain the privacy level requested by the faculty, staff or student.  In order for that to be accomplished the SAP HR module must provide requested data in a format whereby individual fields can be turned “on or off” based on the privacy setting in force by the individual.

Proposal:  SAP should provide the confidentiality flags required for LDAP filtering or may pre-filter data passed to the LDAP directory.  However, if the individual staff or faculty member has requested confidentiality of the entire entry, a minimal set of information must be sent including:

Employee Name (Last, First Middle)

University ID

Employee Title

Employee Department

Employee Category

Employee Status

Employee Percent Full Time

Business Unit (campus)

Responsible Account

Confidentiality Flag

Net ID and Email in SAP

For efficiencies in communicating electronically to large segments of the University community the SAP HR module must be able to store the Net ID and E-mail created by the LDAP algorithm process.  This data will not require maintenance within SAP.   Policies will require a special administrative remedy for users who request a change to the Net ID.  This type of change will occur under the same guidelines used for SSN changes.

Proposal:  The SAP HR module will store the Net ID created for the LDAP directory.
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